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Introduction / Background / Motivation

•Elevance Health (EH) is a healthcare company managing 
insurance, benefits, and patient data for millions.

•Digital fraud causes financial losses and inefficiencies, 
impacting industries globally.

•In healthcare, where sensitive data and transactions are 
prevalent, fraud detection is critical.

•This project addresses the rising frequency of fraud, which 
burdens EH and increases costs for consumers.

•Healthcare fraud accounts for $455 billion of the $7.35 trillion 
spent annually. Most breaches result from hacking and 
unauthorized access.

•This project leverages security data to detect fraud in real-
time.

•We aim to develop a machine learning-driven fraud 
detection system to enhance security and trust.

Fraud Detection Methodology Overview

Impact

To detect digital fraud, we implemented a structured 
machine learning (ML) process, addressing the challenges 
outlined in our introduction. This methodology integrates 
fraud research, data aggregation, preprocessing, model 
development, and continuous improvement, forming the 
foundation of our approach.

Diagram 1: Fraud Detection Model Development Process

•Build trust with the customers to ensure they stay loyal 
to EH

• Early detection of suspicious activity in real time to 
minimize risk of potential threat

•Ensure the integrity and reliability of EH in the 
healthcare insurance industry

•Strengthen the overall security of customer data to 
safeguard trust with customers

�� Digital Fraud Research & Data Exploration

�� Model Selection �� Model Deployment

�� Exploratory Data Analysis (EDA) & Feature Engineering for Fraud Detection

�� Data Aggregation & Preparation

EDA 0: Row Data Understanding

EDA 2A: Correlation Analysis

EDA 1: Data Transformation EDA 2B: Adaptive Synthetic Sampling (ADASYN) for Fraud Cases

EDA 2C: Feature Importance from Models

Extracted hour from timestamp to 
analyze temporal fraud patterns

Before Resampling
• ~0.001% Fraud (96 cases)

After Resampling
• 9.1% Fraud (~1.1M cases)

•Feature 22 ranked highest across all models

•22 features + target, after removing 4 low-importance features

Two ML-ready 
datasets (both 
with synthetic 
fraud, including 
target): 
 •Full set → 
12.48M × 23 
 •Reduced set 
(∼60% fewer 
legit rows) → 
 5.52M × 23

� Split data into 
subset�

� Train model 
with split dat�

� Assess 
performance 
(accuracy, 
precision)



The XGBoost model 
performed best

Accuracy 
started out 

low with the 
first subset, 

but as 
training 

occurred, 
accuracy 

approached 
100% 

Pipeline Packaging

Conclusions

Future Directions
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•EH handles sensitive patient data, emphasizing the need 
for a secure fraud detection system.

•Our team analyzed EH data using the Log Aggregation Tool 
API, cleaned datasets, and built an ML model for fraud 
detection.

•We analyzed threat actor patterns and established a 
resilient detection protocol powered by ML

•Utilize GPU power for data collection and ML training

•Consult mentors for virtual environment resources.

•Explore log data more deeply to develop advanced queries 
for enhanced fraud detection insights.

•Improve collaboration for higher productivity.

•Test models for fraud detection accuracy.
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