Kaden Kolle
Abriana Tillmon
Will Beaman
Chanel Bernard
Lily Johnson

Jackson Leeper
Evan Neukam
Brady Gagerman
Laura Baird
Mark Olmscheid

Vo W.

PACE

ISAC

e I

Overview &
Background

space community.

Work Summary: NLP Classification: N —
. —  The classification is designed in two stages: Binary and Multi-Class-Multi-label for F’ctﬁ'fg't‘cit“ oreprocessing [ aining and testing
Web Scraping: TTPs based on SPARTA [1] and/or MITRE ATT&CK [2] framewoks |
 Using a list of websites and keywords from ISAC, we * |Implementation of binary classification using Naive Bayes Algorithm | C_‘f '“Ei‘,if'iﬁ.ﬁé‘”"f’ | Reintorcement Leaming
built a Scrapy-based web scraper to search for specific - Training Dataset generation using available incident report websites and classification soacel | Wordiists for Al i g cass | e R e e
terms. » Classifier Performance Evaluation: Accuracy 98% sl e
» The scraper extracted occurrences of each keyword from  « Testing of Binary Classifier module using the available incident report data as training Conditonal pobabiltes [ | CC5CT7C3
the webpages, counting appearances and identifying examples and new article as prediction examples incident epor
sSources. * Reinforcement Learning: update the training set to add the predicted example after the _ Calculate the _
» The collected data was compiled into a CSV file, with corrections received from human input Serepy ['éiﬁiiiﬁﬁi?ﬁn fctlpﬂf”gm 2% clasincation ‘r;ﬁ_
each row containing the keyword, its frequency, and the « Multi-Class-Multi-label Classifier prototype design using Support Vector Machine o —— f
webpage on which it appeared. (SVM) Algorithm input

Space ISAC analysts monitor satellite interference worldwide, and our project enhances this effort by
developing a web-based tool that organizes open-source data into actionable insights. We created an
interactive heatmap to visualize interference events and distinguish between benign and malicious activity.
By automating data collection and classification, our tool helps analysts quickly understand the nature,
location, and threat level of interference, improving response times and supporting decision-making in the
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* Heat mapping Module: To visualize the locations of malicious causes
« Summarization Module: To generate a human-like text summarization given
these inputs with all relevant information needed
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